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and�Group�Signature�Verication�Methods

Abstract:�Smart�equipment�in�smart�home�environments�is�ubiquitous�and�widely�separated�
nowadays.�Thus,�the�smart�things�are�connected�through�the�network�to�make�it�accessible�
everywhere�in�the�world�and�remotely�controlled.�But�connection�to�internet�(public�network)�
made�the�smart�things�vulnerable�to�hacking,�exploitation�and�compromised�incorrectly,�and�
guaranteeing�its�security�has�been�a�broad�concern.�Many�research�and�studies�discuss�these�
security�problems�and�propose�different�solutions�to�solve�these�problems.�However,�the�nature�
of�smart�devices�and�the�lack�of�resources�makes�securing�them�signicant�challenges.�Most�of�
the�existing�solutions�for�these�issues�are�based�on�single�server�architecture�with�low�concern�
for�privacy�and�anonymity.�This�paper�proposes�a�new�authentication�approach�for�authenticat-
ing�users�and�devices�in�a�smart�home�environment.�This�approach�is�an�improvement�of�the�
existing�methods.�In�this�work,�we�combined�the�group�signature�scheme�with�the�biometric�
signature�to�propose�an�authentication�mechanism�based�on�decentralized�architecture.�First,�
we�utilize�the�biometric�data�using�fuzzy�extractor�algorithm�for�authentication�legitimate�user�
of�the�device.�Then,�the�user�device�is�authenticated�as�a�group�member�of�the�smart�home�
using�group�signature.�The�group�signature�is�a�blockchain-based�scheme�that�allows�a�group�
member�to�sign�their�request�for�remote�access�or�control.�The�request�is�received�as�a�group�
request�instead�of�a�specic�group�member.�Every�group�member�has�its�group�private�key�used�
for�signing�the�request�and�the�group�public�key�used�for�request�verication.�Compared�with�
existing�approaches,�this�mutual�authentication�technique�can�provide�high�security,�reliability�
in�additional�to�the�privacy�and�anonymity.�This�research�integrates�biometric�user�data,�group�
signature,�message�authentication�code,�elliptic�curve�integrated�encryption,�and�blockchain�to�
increase�the�security�and�reliability�of�the�authentication�mechanism.�We�analysis�the�security�
features�of�our�proposed�scheme�by�comparing�it�with�existing�scheme.
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