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Abstract— In this study, a novel decentralized authentication
model is proposed for establishing a secure communications
structure in VoIP applications. The proposed scheme considers
a distributed architecture called the blockchain. With this
scheme, we highlight the multimedia data is more resistant to
some of the potential attacks according to the centralized
architecture. Our scheme presents the overall system
authentication architecture, and it is suitable for mutual
authentication in terms of privacy and anonymity. We construct
an ECC-based model in the encryption infrastructure because
our structure is time-constrained during communications. This
study differs from prior work in that blockchain platforms with
ECC-Based Biometric Signature. We generate a biometric key
for creating a unique ID value with ECC to verify the caller and
device authentication together in blockchain. We validated the
proposed model by comparing with the existing method in VoIP
application used centralized architecture.

Keywords— P2P network, blockchain, secure communication,
authentication, VolP

I INTRODUCTION

The authentication mechanism basically has two important
tasks. The first is to enable the secure and accurate installation
of the communication infrastructure between the hardware
units of the network, and the second is to provide system
resources only to the service of real users. However, the shared
data that requires security and privacy during the transmission
of information in a public channel that is not secure, required
the development of new approaches to authentication that are
more secure. In particular, video communication platform or
online IP based telephony systems is one of the most widely
used network applications recently. Therefore authentication
between users is vital issue in multimedia communication [1].

The identification process is usually based on the user
name and password. Any user who requests access to the
platform or service will be asked for credentials. These
methods separate malicious and legitimate users from each
other. Every user of the system applies to access the platform
properly. Authentication is a verification process that detects
valid users. To summarize, authentication is the method or
performance of verifying the identity of a user or process [2].
Therefore, we propose an alternative authentication method to
replace the centralized approaches which can violate privacy
both for the caller and callee. Also, centralized authentication
has some concerns with availability for the server.

The proposed schema uses biometric data which generates
a 512-byte template for the authentication process. In our
scheme, the paper proposes using the ECC algorithm
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throughout biometric private keys to create digital signatures
and distribute the public key among peers via blockchain. At
this point, we use biometrics template. Because biometric data
is based on who the user is or some unique features, not what
the user knows or what type of validation device is using.
Biometric data of the caller contribute unique ID generation
and this value provides security for both the device and the
caller in our scheme.

There are many common protocols and methods used in
Voice over IP (VoIP) applications to provide verification and
security concepts. Protocols such as S/MIME or TLS in the
signaling process depend on Certificate Authority (CA) or
Trusted Third Party(TTP) for key distribution and verification.
However, these approaches cannot provide privacy and have
drawbacks as a single point of failure [3]. Also, TLS does not
provide end-to-end verification [4]. Implementation of these
protocols in VoIP applications does not solve Man in the
Middle Attacks (MITM) problem and against this kind of
attack, IP-based communication is still vulnerable.

If authentication does not occur, the session key is
vulnerable to attacks and can easily be obtained by the attacker
while transmitting over a public channel. However, if the
session key is not understood by the attacker, it means
meaningless. Encryption provides protection transmitted
multimedia data over public channels. It converts clear data
into a form that cannot be easily decrypted [5]. Encrypted data
should only decrypt and validate when it reaches the correct
destination. This is the most effective way to secure data. To
extract an encrypted file, you must have a master key or
session key to decrypt it. In VoIP applications some of the
most popular protocols have been designed for key distribution
and authentication are respectively Session Description
Protocol Security Descriptions (SDES), Secure Real-time
Transport Protocol (SRTP) and Composed of Z and Real-time
Transport Protocol (ZRTP) protocols. ZRTP protocol is a key
management protocol [6]. It performs authentication between
peer to peer (P2P). However, this protocol uses the same
session key as the previous session. This approach has an issue
is unable to provide Perfect Forward Secrecy [7]. This is a
problem that creates weakness within the multimedia
transmission system. The vulnerabilities in the existing
protocols inspire us for a new decentralized authentication
scheme.

Blockchain is a distributed technology that overcomes
threats and issues that exist in authentication platform. In our
scheme main purpose of using blockchain platform is to
provide high levels of security and to perform operations in a
transparent structure. This method eliminates the need for
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trusted party or certificate authority. Blockchain keeps all
record for performed transactions over the network and
provide non-repudiation [8]. Blockchain make our structure
more secure with its cryptographic infrastructure [9]. This
technology, which includes the Smart Contract and Consensus
Algorithms is a database that ensures a suitable environment
as an alternative to Public Key Infrastructure (PKI).

In this study, blockchain establishes the secure
environment for shared secret in IP based communication
before implementation of mutual authentication. Blockchain
technology includes the proper infrastructure for a secure real-
time multimedia communication system. In addition, the
authentication process integrates with a biometric-based
model in our scheme for a better solution.

The main contributions of this study are respectively:

e P2P mutual authentication scheme is proposed for
VoIP applications by utilizing blockchain to eliminate
the need for trusted third party or certificate authority.

e Every transaction of this communication is stored in the
distributed network through the smart contracts. The
structure has been stabilized by Consensus algorithms.

e We addressed the secure key distribution in VolP
applications before multimedia data transmission. We
generated key pairs via the Elliptic-curve cryptography
(ECC) algorithm and create a unique ID with these keys
in terms of security. An ECC based biometric signature
is formed by means of generating a private key from
biometric data and employing that private key to
perform a digital signature in our system.

e For the VoIP application is to provide non-repudiation
and privacy properties by eliminating a single point of
failure. Finally, we created a security requirement
comparison table to compare with existing works.

II. BACKGROUND

A. Decentrialized Mechanism

PKI is an important component to resolve authentication
challenges between peers. It is a kind of methodology to
distribute secure certificates via CA or TTP. CA verifies the
identity of the public keys and allows peers to perform
cryptographic operations, such as encryption and digital
signature. However, in terms of Authentication and Identity
Validation use the central mechanism for PKI which can cause
single point of failure [10].

The blockchain is one of the best option for authentication
scenarios. No need for data storage or confirmation of data
entries only by one unit is not suitable for blockchain
technology. In these cases, the traditional database solve the
shortcoming of system. However, the blockchain technology
is very convenient to perform a distributed verification model.
To summarize of authentication steps, the first operation is to
costruct a transaction to send Smart Contract in blockchain.
Smart contracts are a piece of a code on working such as
Ethereum or Ripple blockchain platforms. The smart contract
verifies the certificate and extract the values and store
transactions. Next, it sends the values of certificates to the
blockchain network to verify them. This transaction is
approved or terminated on the blockchain network according
to results. The verification requires that caller and callee must
register to blockchain system. If any transaction validate once,

it store and maintain in the distributed ledger as a block and
the transaction between caller and callee is non-repudiation
anymore. Validation process is completely transparent and
public throughout the miners [11]. Fig. 1 depicts the
authentication mechanism by considering blockchain network
for VoIP applications. The blockchain provides an
authenticated channel by eliminating mechanism such as TTP,
and perform P2P key distribution.

BLOCKCHAIN VERIFICATION
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Fig. 1. Blockchain verification schemes
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All participant information such as ID or public key is
distributed across all the network on blockchain. Their
transactions verify securely by considering via the consensus
protocols amongs the miners [12]. If an attacker want to
change any part of chain, he or she must alter each block on
blockchain. Attackers must access more than %51 device on
blockchain at the same time to change any block which is
practically impossible. Transaction on blockchain is almost
immutable. It is very hard to alter, modify or delete. As the
number of blocks increases, the chain extends and the
blockchain network becomes stronger. Finally, we call caller
and callee as a peer on our scheme. The blockchain platform
validates these participants without TTP or CA.

B. Public Key Cryptography

Communication is a sustainable process as long as
information security is provided. The proposed scheme uses
ECC asymmetric cryptography to prevent the malicious
attacks while data transportation among the peers. ECC
algorithm handle security concern with small key size an it is
better towards traditional asymmetric encryption model. Also
ECC provides an effective solution for time constraints [13].
This algorithm is an effective solution for encryption in time-
constrained IP based communications. Traditional asymmetric
encryption algorithms are generally based on the difficulty of
multiplying two or more large prime numbers into their
multiplication. ECC assumes that it is impossible to find
discrete logarithm according to a known point of the elliptical
curve. The robustness of the elliptic curve is based on the
calculation speed of the point multiplication and the
calculation of the point obtained by the start point and
multiplication point. As a result, encryption and decryption
speed is better than traditional encryption algorithm because
the ECC algorithm requires small key size. From this
perspective, ECC seems better option in our multimedia
communication scheme rather than other algorithms.
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C. VolP Security System

There are lots of protocols to ensure security in VolP
applications on each layer according to OSI reference model
[6]. We divide the VoIP architecture into two layers to show
all security process step by step. Layers call as Host and Media
respectively. Fig.2 depicts us the VoIP layered architecture
which is consists of three components as protocol, security and
sections. In addition to understanding the overall security
structure of VoIP, it aims to understand the proposed model.

Layer Section Protocol Security
Aiphcalion Liik End User Layer g;: ";““h;‘agw MIKEY, SDES, ZRTP
Presentation Layer Syntax Layer Codecs Host Layer
Synch & Send To
ko) B it SIPIH.323MGCP
Transport Layer End to End Connection RTPIUDPITCP TLS, SSL
Network Layer Packets P 1PSec
i i Media Layer
. Point to point Protocol Password Authentication
Data Link Layer F— High Leve! Data Link Control Protocol
Physical Layer Physical Structure Raw Data

Fig. 2. Voip layered architecture

In this study is a recommended distributed model that aims
P2P VolIP applications, unlike traditional client-server
approaches. Blockchain technology has been used as a
potential solution to ensure data integrity and to increase the
resistance of cryptographic methods. Besides integrity and
secure communication, blockchain network provide us secure
mutual authentication.

III. SECURITY MODEL

A. System Architecture

All P2P methods needs a more secure structure day by day.
Key management, which is the most important issue in the
secure multimedia communication in the current technology,
is considered by P2P key exchange. Along with the need for
secured data transmission that has emerged recently, meetings,
lectures and phone calls that require confidentiality
demonstrate the importance and timeliness of this issue. Fig. 3
shows system architecture that is divided into three layers to
understand IP based communication. The VolIP devices is
reviewed by each network layer. This system architecture
describes the key elements of the VoIP component and we
proposed a novel authentication method using Blockchain to
this system architecture.
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Fig. 3. System architecture

The Ripple platform is a protocol based on the compromise
of trusted subnets on a large network. During the evaluation of
a transaction for validation in this platform, the consensus of
the participating nodes is to decide, if this ratio reaches a value
of 80% and above, the transaction is validated and published

for the entire network. Therefore, the Ripple algorithm is an
accurate method for our system architecture [14].

In this VoIP architecture proposed using the ECC along
with biometric private keys to perform digital signatures and
distribute the public key between caller and callee via
blockchain. Next section is explained biometric key generation
in details.

B. Biometric Key Generation

There are three component of digital signature. This steps
are respectively Initialize, Signature and Verification.

1) Initialize
E is an eliptic curve and the caller find a prime number q.
p is a prime number to choose randomly [15]. ¢ must be a
multiple of (p-1). Note that Discrete Logarithm Problem
(DLP) should be hard. g is the generator point on the curve E.
It must be primitive root in Zp".

ot (M

X=g 49 modp
x?=1modp 2)

512 bytes caller biometric data convert a hash value by
using SHA-256 hash algorithm. This hash value become a
number less than p that is the order of the curve. We call this
number as A which must be kept in secret.

1<A4<q-1 3)
Calculates b and publishes (p, g, x, b), such that;
b=x*modp 4)

2) Signature
The caller first generates a unique ID through hash function
for blockchain that is made up of the public values such as p,
¢, x and b. The last 5 digit of the hash value is the /D value.

ID = SHA(p + q + x + b) (5)
Choose a secret number .
0<k<g-1 (6)
Computes 7 value.
r = (x¥ mod p) mod q (7)
Computes s value.
s=k™t(ID + A.r) mod q (8)

ID, r and s value is the signature. These three value is sent
to the smart contract.

3) Verification
P, q, x and b are avaliable to the smart contract. The smart
contract must verify the signature as follow:

Computes v/ and v2 respectively;

vl = (s7t.m) mod q 9)
v2 = (s71.r) mod q (10)
v = (x"1. b2 mod p) mod q (11)

If v is equal to r, the signature is accepted. Otherwise
verification process is invalid.
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C. Registration Phase
The registration phase is completed in 5 steps. Fig. 4

depicts the registration algorithm. Moreover, these steps are as
follows;

1) Caller produces the key pairs and ID value as
mentioned in Biometric Key Generation Section. Caller sends
its public key and ID value for registration to the smart
contract. Creates a transaction for this process.

2) Smart Contract extracts this transaction and ID and
public key are sent to blockchain network for validation. We
create a timestamp for checking whether the caller is
available to register or not. Also this timestamp blocks some
attacks such as replay attack.

3) All devices in the network we call miner control to
validate or terminate this transaction. (Within certain rules)

4) If caller ID and public key is unique and not registered
on blockchain, transaction is validated. If the transaction is
approved, information of caller is stored on the blockchain
network as a block. ID, public key and a Map Address
generated from these two values are recorded on blockchain.

5) To send an acknowledgement packet and certificate to
the caller when registration process is done. The caller is
provided by smart contract an authentication certificate that
is created for authentication process. Caller use its certificate
to authenticate itself if it wants to make a VolIP call.

Login
VolIP device

Entity registered to
the device?
Yes

No

Y

Feature extraction |
and I Store biometric Generate key pairs
™| biometricdata | hash data to device > with ECC
.——generation _ | l
Smart Contract RSNt e feahter Generate ID with
checks the values | €—— eg" Sl kchz = — public key
via blockchain and biometric hash
Registration values are
Yes already registered
in the blockchain?
No REGISTRATION PHASE
Smart Contract

generates a certificate
and send it to device

Fig 4. Registration Phase Algorithm

D. Authentication Phase

Each certificate is approved by smart contract in this
section. But the certificate extracts and send to blockchain for
verification. After SIP registration, and before multimedia
transmission, authentication is performed via blockchain
network. Fig. 5 illustrates the algorithm of the authentication
system, in which the essential components are shown.

1) Caller send its certificate on blockchain with VoIP
phone number of callee. First of all, Smart Contract confirms
validation of the timestamp.

2) Smart Contract extracts the packet and sends the
values to the blockchain for verifying the information of this
certificate.

3) The existence of ID and public key is verified by
checking if given values are registered in the blockchain or
not. Map Address value is constructed using public key and
ID and compared with certificate Map Address value on
blockchain. If the results are different, the transaction is
terminated.

4) Otherwise correct result is obtained on blockchain
network smart contract allow the transaction. Once the
transaction is verified and stored on blockchain, it is very
hard to change it.

5) Finally, the registration of callee is checked on
blockchain and the authentication is confirmed or rejected for
the call.

6) Mutual authentication via blockchain is complete.
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Fig 5. Authentication Algorithm in Blockchain Network

E. Message Authentication

After mutual authentication in the blockchain, the session
key is generated using the symmetric encryption algorithm for
faster multimedia transmission. Caller encrypts session key
with callee's public key and send it to callee. Callee extracts
the packet with its own private key and obtain the session key.
Next, with a new timestamp, Callee creates an
acknowledgment (ACK) packet and sends it to caller for
approval. The SRTP protocol uses this session key for
encryption during the communcation. The symmetric
encryption is an effective solution to overcome the time limit
during multimedia communication. P2P authentication also
provides Perfect Forward Secrecy (PFS) in the proposed
scheme. Moreover, after call process a new block is
established to reduce the authentication process in the
blockchain, whenever caller and callee decide to communicate
with each other.

IV. DISCUSSION

Decentralized mutual authentication in VoIP provides for
its applications privacy and secure. Because the centralized
authentication system approach includes some shortcomings.
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It is essential to handle secure communication issues. In this
paper, we show blockchain based mutual authentication for
VolIP applications with ECC based Biometric Signatures. This
is a robust approach in multimedia communication security.

An ECC-based biometric signature is used for generating a
private key via using a biometric sample [16]. After the
generation of this private key is to perform as a key component
to make a robust digital signature. The major advantage of
biometric signatures is not to need a storage center for the
biometric template or the private key. In blockchain is one of
the main issues to store the private key securely. This
biometric template should be rapidly definable and always it
must be accurate in order to provide the same private key
creation.

Any transaction in the blockchain cannot be changed or
deleted. If an attacker try to alter any transactions in the
blockchain, it must modify the whole blocks in ledgers.
Because all the blocks are connected via hashes. Through
smart contracts, the system is autonomous for all activities. SIP
and RTP protocols work together respectively on multimedia
communications systems. SIP protocol includes security
vulnerability because it is an open text-based protocol [17]. For
this reason, it is not enough to just prefer SIP based model for
authentication process. RTP is a protocol that provides real-
time performance because it is essentially UDP protocol. Each
message must be encrypted quickly during media section
which use RTP protocol. In order to ensure secure
communication in the proposed scheme, the key exchange is
to perform peer to peer.

Besides, one of the best alternative platforms of
applications for authentication, there are some difficulties in
blockchain technology at the same time. The blockchain
models that use some consensus protocols like Proof of Work
are consuming enormous amounts of energy and also need
expensive computer systems. Moreover, there are some
limitations in terms of time. Therefore, no transaction is
processed during real-time data transfer. All registration and
authentication  processes are to perform  before
communication. It is inadequate compared to traditional
databases in terms of performance. Except for the ECC
algorithm, the other protocols such as RSA may not be applied
to our structure due to time constraints. Otherwise, in VOIP
applications, message authentication and must be transmitted
to the other side within a maximum in 150 milliseconds.

In multimedia communication in terms of security issues
of previously transmitted data, the network should provide
PFS. One of the traditional methods for P2P VolP applications,
the ZRTP protocol uses the previous session key again in the
next session. The network can not provide PFS.

In literature, we detected that the proposed schemas were
generally authenticated based on a central structure such as CA
or TTP [17-19]. For example, PKI-based solutions require a
Certificate Authority system, while identity-based solutions
are based on key escrow. Without solving the key escrow
problem, the scheme is vulnerable to trust issues to store the
key anywhere.

According to the above comparison analysis, the proposed
scheme is more efficient than a centralized architecture.
Table 1 summarizes the attacks on the schemes and the
proposed protocol, which shows us using trusted authority
schemes might suffer Anonymity, Single Point of failure and
Non-repudiation. All the Peers require to protect the data

during the multimedia transmission that could be exploited by
an attacker. Ref. [7] use SAS authentication that can not
provide PFS. Moreover, lack of non-repudiation is the critical
factor for VolP applications.

TABLE 1. SECURITY REQUIREMENT COMPARISON OF SCHEMES

Security Ref. | Ref. | Ref. | Ref. PmTI:‘Oese q
Requirements [18] 7] [19] [17] Scheme
Data Integrity Yes Yes No Yes Yes
Person/Dew_ce ID No No Yes No Yes

Anonymity
Resistance to
Spoofing Yes Yes No Yes Yes
Attacks
Resistance to
Replay Yes Yes Yes Yes Yes
Attacks
Resistance to
MITM No Yes Yes Yes Yes
Smgl'e Point No No No No Yes
Failure
Non-Repudiation No No No No Yes

V. CONCLUSION

In this study, we implemented the structure of our scheme
which is realized upon existing technologies, namely,
blockchain. We constructed a system that achieves hundreds
of thousands of transactions per second. For this reason, a
robust secure scheme meets a blockchain-based mutual
authentication system for VoIP applications

We have designed blockchain-based mutual authentication
for VoIP applications with biometric signatures. For mutual
authentication, we have proposed distributed technology on
IP-based communications systems and introduced a novel
approach. With the blockchain, we solve non-repudiation and
data integrity concerns. It prevents an unauthenticated call in
the scheme. An ECC based biometric signature is formed by
means of generating a private key from biometric data and
employing that private key to perform a digital signature in our
system. In addition, with the biometric signature used in this
scheme for VoIP communication guarantee that all
transmission data security concern is overcome. We have
eliminated the need for centralized structure in the VoIP
application. We have proposed a more reliable scheme against
MITM attacks using a timestamp and distributed architecture.

Future works will be constructed to improve distributed
technology via blockchain in terms of P2P key exchange after
authentication. Finally, the proposed scheme is configured as
a secure [P-based multimedia communication system.
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