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A. Decentrialized Mechanism

B. Public Key Cryptography
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C. VoIP Security System

A. System Architecture

B. Biometric Key Generation
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C. Registration Phase

1) Caller produces the key pairs and ID value as
mentioned in Biometric Key Generation Section. Caller sends 
its public key and ID value for registration to the smart 
contract. Creates a transaction for this process.

2) Smart Contract extracts this transaction and ID and
public key are sent to blockchain network for validation. We
create a timestamp for checking whether the caller is 
available to register or not. Also this timestamp blocks some 
attacks such as replay attack.

3) All devices in the network we call miner control to
validate or terminate this transaction. (Within certain rules)

4) If caller ID and public key is unique and not registered
on blockchain, transaction is validated. If the transaction is 
approved, information of caller is stored on the blockchain 
network as a block. ID, public key and a Map Address 
generated from these two values are recorded on blockchain.

5) To send an acknowledgement  packet and certificate to
the caller when registration process is done. The caller is 
provided by smart contract an authentication certificate that
is created for authentication process. Caller use its certificate 
to authenticate itself if it wants to make a VoIP call.

D. Authentication Phase

1) Caller send its certificate on blockchain with VoIP
phone number of callee. First of all, Smart Contract confirms 
validation of the timestamp.

2) Smart Contract extracts the packet and sends the
values to the blockchain for verifying the information of this 
certificate.

3) The existence of ID and public key is verified by
checking if given values are registered in the blockchain or 
not. Map Address value is constructed using public key and 
ID and compared with certificate Map Address value on 
blockchain. If the results are different, the transaction is 
terminated.

4) Otherwise correct result is obtained on blockchain
network smart contract allow the transaction. Once the 
transaction is verified and stored on blockchain, it is very 
hard to change it. 

5) Finally, the registration of callee is checked on
blockchain and the authentication is confirmed or rejected for 
the call. 

6) Mutual authentication via blockchain is complete.

E. Message Authentication
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