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Table3.1 Identification and Authentication Security R equirements ( SP 800-171)

Basic Security R equirements:
Identify information system users, progesses acting on bédf of users, or devices.
Authenticate (or veify) theidentities of those users, proaesses, or devices, as a prerequisite
to dlowing access to organizationd information g/stems.

Derived Security R equirements:
Use multifactor authentication for local and néwork accessto privileged accounts and for
network access to nonprivileged accounts.
Employ replay-resistant authentication mechanisms for nework access to privileged and
non-privileged accounts.
Prevent reuse of identifiers for adefined peaiod.
Disable identifiers after adefined peiod of inactivity.
Enforce a minimum password complexity and change of characters when new passwords
are created.
Prohibit password reuse for aspecified nunber of generations
Allow temporay password ug for system logonswith an immediate changeto a
permanent password.
10 Store and transmit only cryptogrgohically-protected passwords
11 Obscure feedback of authentication information.




Registration, credential issuance,
and maintenance
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¢ L1 The NIST 5P 800-63-3 E-Authentication Architectural Model

A An applicant applies to a registration authority (RA) to become a
subscriber of a credential service provider (CSP)
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Assurance Level

More specifically Four levels of

Describes an
OUl EODPa
degree of
certainty that a

user has
presented a
credential that
refers to his or her
identity

IS defined as:

The degree of confidence
in the vetting process
used to establish the

identity of the individual

to whom the credential
was issued

The degree of confidence
that the individual who

uses the credential is the
individual to whom the
credential was issued

assurance

Level 1

JLittle or no confidence in the
asserted identity's validity

Level 2

J3Some confidence in the asserted
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Level 3

JHigh confidence in the asserted
identity's validity

Level 4

3Very high confidence in the
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Potential Impact

A FIPS 199 defines three levels of potential
Impact on organizations or individuals

should there be a breach of security:

0o Low

A An authentication error could be expected to have a
limited adverse effect on organizational operations,
organizational assets, or individuals

o Moderate

A An authentication error could be expected to have a
serious adverse effect

o High
A An authentication error could be expected to have a
severe or catastrophic adverse effect



Maximum Potential Impacts for Each
Assurance Level

Assurance Level Impact Prdfiles

Z
Inconvenience, distress, or danage to sanding or High
T Low High
None High

Harm to organization programs or interests None High
Unauthorized rdease of sengtive information Mod/

Persond safety None | None | Low High

Civil or aimind violations one | Low Mod High




Password-Based
Authentication

A Widely used line of defense against

Intruders

0 User provides name/login and password

0 System compares password with the one stored for that
specified login

A The user ID:
o0 Determines that the user is authorized to access the system
oDetermines the useros privilege

0 Is used in discretionary access control



