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- Introduction to Traffic Engineering
- Importance and Benefits
- Process model of Traffic Engineering
- Practical implementations ( Tools )
- Optimizations
- Questions & Answers
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Network Goals

- Vulnerabilities on the network
- Service outages due to errors, failures and faults
- High visibility and proactive prevention and detection
- Delays, packet loss, throughput
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What is Traffic 
Engineering ?

- Understanding your traffic flows
- How packets move around over the internet
- Most used protocols and ports
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Benefits

- Improve connectivity
- Reduce latency
- Reduce cost
- Detecting problems
- Alert on anomalies
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Traffic Flows

- Sequence of packets
- Traffic shaping, QoS
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Netflow

- Designed by Cisco
- Different versions
- Simple & powerfull information
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PROCESS MODEL

       MONITORING           ANALYSIS         OPTIMIZATION
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Monitoring

- High visibility
- Cost effective
- Maintainable
- Classification
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Tools

- ntop-ng
- nfdump - nfsen

- MRTG, RRDTool, CflowD, Flowscan, PRTG, Softflowd 
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ntop-ng

- Next-generation advanced flow analysis and collection suite
- Web based interface
- Authentication and Authorization facilities
- Lightweight
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ntop-ng
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ntop-ng
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ntop-ng
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nfdump - nfsen

- Nfdump, collects netflow data
- Nfsen is an analytical web interface for netflow data
- Nfsen plugins ( SURFmap, SSHcure etc )
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nfdump
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nfsen
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nfsen
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nfsen
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SURFmap
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SSHcure
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Analysis

- Traffic type and characterization
- Purposeful reports
- Defining critical resources
- Underlying potential issues
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Optimization

- Routing remediations ( adaptive, static )
- Mapping remeditations
- Routing protocols ( ospf, eigrp, bgp )
- Spesicific parameters ( ttl, mtu etc )
- Traffic shaping, Rate limiting, QoS, Schedulers, Queue management etc
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Traffic Shaping

- Packet Shaping
- Traffic classification and priorization
- Limiting resources ( rate limiting, source limiting )
- tc utility
- Queue and Scheduling mechanisms
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Resources

- http://nfsen.sourceforge.net
- http://nfdump.sourceforge.net
- http://www.ntop.org/products/traffic-analysis/ntop/
- https://sourceforge.net/projects/surfmap/
- https://sourceforge.net/projects/sshcure/
- https://en.wikipedia.org/wiki/Traffic_shaping
- https://en.wikipedia.org/wiki/Routing_protocol
- https://en.wikipedia.org/wiki/Internet_traffic_engineering
- RFC3272
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THANK YOU
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