TETP(Trivial File Transfer Protocol)
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TFTP Nedir?

» TETP dosya transferi i¢in kullanilan basit bir protokoldiir. A¢ilimi1 Trivial File
Transfer Protocol’diir.

» UDP tabanli oldugu i¢in hizli bir iletisim s6z konusudur. Daha az hafiza ve islem
lict gerektirir.

»/Kullanim1 kolay ve hizlidir.



TFTP Nedir?

®» EFTP’nin basitlesmis versiyonudur. FTP nin sagladigi fonksiyon zenginligini
saglayamaz.

® Dizin atama ve kimlik dogrulama 6zelliklerine sahip degildir.

» [Josya gonderme ve alma disinda bir sey yapamaz.



TFTP’ nin Ozellikleri

» TFTP client-server tabanli bir protokoldiir. Application layer’da c¢alisir. Client
tarafinda TFTP client yazilimi, server tarafinda TFTP server yazilimi ¢alisir.

» Transport layer’da UDP ¢alisir. UDP, TCP’ye gore daha basittir ve
giiyenliksizdir. UDP’nin kullandig1 port numarasi 69’dur. UDP giivensiz
ofdugundan dolay1, TFTP nin kendi basit bir glivenlik mekanizmasina sahiptir.




Paket Tipleri

RRQ ---ee..pRequest To Read a File

WRQ e Request To Write a File

DATA ------.....»Contains a block of file data

ACK oy Used by peer to acknowledge each block of DATA

----------------)Used by peer to indicate erroneous operations




RRQ (read)
WRQ (write)

DATA
Data packet

Paket Tipleri

2 bytes n bytes 1 byte mode 1 byte
- Opcode “netascii” (=text),
1=RRQ, 2=WRQ i 000 | uoctet” (=binary) | **
2 bytes 2 bytes n bytes All data packets
‘Opcode o Nmber Data (0-512 contain 512 bytes
I 3=DATA I I e except the last
one (0-511 bytes).
2 bytes
l Block number
2 bytes nbytes 1 byte
Error number I Emor message 0x00




» Read Request (RRQ)

User Datagram Protocol, Src Port: 50618 (50618), Dst Port:
Trivial File Transfer Protocol

Opcode: Read Request (1)

Source File: rfcl350.txt

Type: octet

DEERE®

0000 00 50 8d d7 Bb 43 00 Ob be 18 9a 40 08 00 45 00 N

0010 00 20 00 00 00 00 ff 11 39 63 cO a8 00 fd cO a8 . 0.
0020 00 0Oa c5 ba 00 45 00 1c 3e 20 00 01 72 66 63 31 e

Paket Tipleri - Wireshark

Frame 1: &2 bytes on wire (496 bits), 62 bytes captured (496 bits)
Ethernet II, Src: CiscoInc_18:9a:40 (00:0b:be:18:93:40), Dst: AbitComp_d7:8b:43 (00:50:8d:d7:8b:43)
Internet Protocol version 4, src: 192.168.0.253, Dst: 192.168.0.10

69 (69)

0030 33 35 30 2e 74 78 74 00 6&f 62 74 65 74 00 350.txt. octet.

» \\/ri{e Request (WRQ)

Ethernet II, src: CiscoInc_8e:cb:59 (00:b0D:c2:8e:ch:59),

IEEEE

Trivial File Transfer Protocol
Opcode: write Reguest (2)
DESTINATION File: rfcl350.TxT
Type: octet

0000 00 50 8d d7 8b 43 00 b0 c2 Be cb 59 08 00 45 00 P
0010 00 30 00 00 00 00 ff 11 32a 5e cO a8 00 01 cO a8 .0
0020 00 Od e0 a5 00 45 00 1c 24 2d 00 02 72 66 63 31 .-
0030 23 35 30 2e 74 78 74 00 o&f 63 74 65 74 00 350.TXT. ocCtet.

Frame 1: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)

Dst: AbitComp_d7:8b:43 (00:50:8d:d7:8b:43)

Internet Protocol version 4, Src: 192.168.0.1, Dst: 192.168.0.13
User Datagram Protocol, Src Port: 57509 (57509), Dst Port: 69 (69)

...E.. %—..rfcl



Paket Tipleri - Wireshark

» Data

# Frame 3: 558 bytes on wire (4464 bits), 558 bytes captured (4464 bits)
# Ethernet II, Src: CiscoInc_Be:ch:59 (00:b0:c2:8e:cb:59), Dst: AbitComp_d7:8b:43 (00:50:8d:d7:8b:43)
¥ Internet Protocol Version 4, Src: 192.168.0.1, Dst: 192.168.0.13
# User Datagram Protocol, Src Port: 57509 (57509), Dst Port: 2087 (2087)
= Trivial File Transfer Protocol
Opcode: Data Packet (3)
[DESTINATION File: rfcl350.txt]
Block: 1
pata (512 bytes)

[E3

» ACK

F Frame 4: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
[F Ethernet II, 5Src: AbitComp_d7:8b:43 (00:50:8d:d7:8b:43), Dst: CiscoInc_Be:cb:59 (00:b0:c2:8e:ch:59)
& Internet Protocol version 4, Src: 192.168.0.13, Dst: 192.168.0.1
¥ User Datagram Protocol, Src Port: 2087 (2087), Dst Port: 57509 (57309)
= Trivial File Transfer Protocol
opcode: Acknowledgement (4)
[DESTINATION File: rfcl350.txt]
Block: 1

0000 00 b0 c2 Be cb 59 00 50 &d d7 8b 43 08 00 45 00 ..... ¥.P ...C..E.
0010 00 20 a4 7d 00 00 80 11 14 f1 c0 a8 00 Od cO a8 s
0020 00 01 08 27 e0 a5 00 Oc 95 a5 00 04 00 01 e e e




[FFTP lint)

Read Request

TFTP read request (RRQ):

TP served

RRAQ (Read Request) N
DATA block 1 {512 Bytes)
ACK block 1
>
€ DATA block 2 (512 E‘,rtmi:l
ACK block 2
>
< DATA block n (last) (0 - 511 Bytes)
ACK block
L >

The transfer is initiated by a read request packet {RRQ)

The server responds with the first data block of 512
bytes.

The client acknowledges the reception of the first data block.

The transfer continues with the next data block which
is acknowledged by the client.

The last data packet contains 0 — 511 bytes. This signals
the end of transfer to the client.

If the entire data file to be transferred is dividable by 512,
the last packet contains 0 data bytes (an empty packet).

The transfer is completed by the last acknowledge.



Write Request

[FFTe cion]

WRQ (Write Request)

FFTP served

ACK block 0

>

DATA block 1 (512 Bytes

ACK block 1

DATA block 2 (512 Bytes)

ACK block 2

DATA block n {last) {0 - 511 Bytes)

ACK block n

The transfer is initiated by a write reque st packet (WRQ).

To keepthe scheme with acknowledging every packet as is
the case in RRQ, the server acknowledges the “virtual™
data block 0 which acknowledges the WRQ packet.

The client sends the first data block of 512 bytes.

The server acknowledges the first data block.

The transfer continues with the next data block which
is acknowledged by the server.

Again, the last data packet contains 0 — 511 bytes signaling
the end of the transfer to the client.

The transfer is completed by the last acknowledge.



TFTP Ornegi
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Tesekkiirler. ..




ONEMLI

Bu projeler lisansustu ogrencilerinin
hazirladigr  calismalar  olup  tum
sorumluluk hazirlayan ogrencilere aittir.
Ogrenciler hazirladidi projeye gore not
almislardrr.




