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What is TFTP ?

 TFTP is a simple protocol to transfer files, and therefore was named the Trivial

File Transfer Protocol or TFTP.

 It has been implemented on top of the Intenet User Datagram Protocol (UDP) so

it may be used to move files between machines on different networks

implementing UDP.



What is TFTP ?

 It is designed to be small and easy to implement.

 It lacks most of  the features of a regular FTP.

 The only thing it can do is read and write files from/to a remote server.

 It cannot list directories, and currently has no provisions for user authentication.



Feature Description

 TFTP is a client-server, application layer protocol, with TFTP clients running the

TFTP client software and TFTP servers running the TFTP server software.

 TFTP uses UDP as the underlying transport layer protocol. Since UDP is much

simpler when compared to the complicated TCP, it requires much lesser code

space.



Feature Description

 TFTP servers wait on the well-known UDP port number 69. A TFTP client, that

wishes to send or receive files from the server, establishes a UDP connection to

the server, by opening a UDP socket to the server’s IP address on port 69.

 Reliability: Each block is numbered and sent inside a seperate UDP message. 

Since TFTP uses UDP, reliable delivery of each block is not guaranteed by the

underlying network protocols. So, TFTP itself takes care of reliability by

requiring the peer to acknowledge each succesfully received block.



Packet Types



Packet Layout



Packet Layout - Wireshark
 Read Request (RRQ)

Write Request (WRQ)



Packet Layout - Wireshark
 Data

 ACK



Read Scenario



Write Scenario



TFTP Example



ÖNEMLİ

Bu projeler lisansüstü öğrencilerinin

hazırladığı çalışmalar olup tüm

sorumluluk hazırlayan öğrencilere aittir.

Öğrenciler hazırladığı projeye göre not

almışlardır.


